
Global Digital Asset & Cryptocurrency Association Response to Executive Order 14067

VIA ELECTRONIC SUBMISSION

August 8th, 2022

Department of the Treasury
1500 Pennsylvania Avenue,
NW Washington, D.C. 20220

Re: Response to Executive Order 14067 (March 9, 2022) “Ensuring Responsible Development
of Digital Assets” on the benefits of Digital Asset Development

The Global Digital Asset & Cryptocurrency Association (“GDCA”) welcomes the opportunity to
comment on Executive Order 14067 (the “EO”) that examines ways to ensure responsible
development of the digital asset industry.1 GDCA applauds the process undertaken by the
Treasury to solicit public engagement on this important topic, and welcomes the opportunity to
be part of the ongoing dialogue. Given the breadth of the topics covered in the request for
comment, GDCA will focus primarily on the role the Treasury Department can play in guiding
the modernization of AML regulations.

INTRODUCTION & OVERVIEW

The GDCA is a global self-regulatory association for the digital asset and cryptocurrency
industry. We were established to guide the evolution of digital assets, cryptocurrencies, and the
underlying blockchain technology within a regulatory framework designed to build public trust,
foster market integrity and maximize economic opportunity for all participants. Our
broad-based membership includes digital asset trading platforms, proprietary trading firms,
institutional investors, fund managers, merchant banks, brokerage firms, miners, node
operators, custodians, banks, financial technology companies, regulatory technology
companies, law firms, auditing firms, insurance professionals, academics, consultants, and
others.

To fulfill our mission, we create standards and consensus-based solutions designed to
responsibly address the major challenges facing the digital asset and cryptocurrency industry. In
doing so, we collaborate with stakeholders around the world, including industry leaders,

1 “Money and Payments: The U.S.Dollar in the Age of Digital Transformation” (Federal Reserve Board of Governors ,
January 2022), https://www.federalreserve.gov/publications/files/money-and-payments-20220120.pdf.
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professionals, policymakers and regulators. In particular, we:

● advocate for a regulatory environment that allows innovation and protects consumers,
stakeholders, and the broader public interest;

● provide education, training, certification, and other resources to build human and
technical capacity;

● provide thought leadership and facilitate industry engagement; and
● oversee our members through a self-regulatory mechanism that is guided by

accountability, integrity, and transparency to promote the highest professional and
ethical standards.

Set out below are our views and considerations about certain key aspects of the EO given its
possible influence on the digital asset industry, financial markets, and the general public.

VIEWS & CONSIDERATIONS

(A) Adoption to Date and Mass Adoption

Around the world, roughly 15% of the total population holds digital assets. When comparing
various jurisdictions, India leads in global adoption with 29% of the population owning digital
assets. In comparison, the United States is on the lower end of the adoption spectrum with a
rate of digital asset ownership among the population of 13%2. Institutional investors and market
participants have used digital assets to access a number of innovative financial solutions. For
example, stablecoin assets have allowed users to move money far more efficiently as they
operate 24/7/365 to provide instantaneous settlement. However, it should be noted that the
four key categories of stablecoins: (a) fiat-backed, (b) commodity-backed, (c) crypto-backed, and
(d) non-collateralized, each attempt to achieve this end through different means, and with
varying levels of efficacy. The broad category of stablecoins have exploded to greater than USD
$6 trillion in on-chain volume through 2021. Today almost 200 stablecoins have emerged and
are freely traded and distributed globally. Increasingly stablecoins have emerged as a viable
payment method for many use cases.3 Likewise, some firms have employed stablecoin
technology to move funds between subsidiaries, to manage wholesale transactions, and to
make intraday repurchase agreement (repo) settlements.4

Additionally, consumers are increasingly free to utilize stablecoins when making direct
payments for goods and services through software platforms like Solana Pay, as well as for cross
border payments and remittances. According to the payments platform Bitpay,5 2% of its

5 https://bitpay.com/

4 Jordan Miller, Lisa Weingarten, and Maggie Sklar, “Beyond Terra: An Assessment of Stablecoin Benefits and Policy”
(Global Digital Asset and Cryptocurrency Association, June 26, 2022), 6,
https://global-dca.org/wp-content/uploads/2022/06/gdca-stablecoin-ebook-2022-06-28.pdf.

3 Ayushi Abrol, A Complete List Of Stablecoins 2022 - (blockchain-council.org);

2 Richard Laycock, “Finder Cryptocurrency Adoption Index,” finder.com (Finder, June 29, 2022),
https://www.finder.com/finder-cryptocurrency-adoption-index.
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transactions were made using stablecoins as of 2021; and on Bitrefill,6 1% of all purchases
towards online gift cards were made using stablecoins.

Over time we are witnessing an increase in the adoption of digital assets - both at the individual
retail and at the institutional level. At the individual level, it should be noted that “the number
of Americans who own cryptocurrency has jumped from 7.95% in 2018 to 14.4% in 2019 to
23.16% in 2021.7 This represents an increase of 61% in only two years. At an institutional level,
according to the “4th Annual Global Crypto Hedge Fund Report 2022,”8 38% of traditional hedge
funds surveyed were currently investing in digital assets, compared to only about 21% the prior
year.9 Although adoption has grown over time, the percentage of adoption - either at the
individual retail or institutional level - does not yet constitute what could be generally
considered to be “mass-adoption.”

With more and more American businesses and people using digital assets, now is the time for
lawmakers and regulators to confront the challenge of modernizing AML regulations to ensure
that digital assets do not become a tool for criminals and terrorists, yet that the regulations are
purpose-fit to the risks they are meant to address and do not unduly burden the development
of this important industry.

(B) Opportunities for Consumers, Investors, and Businesses

Modernizing AML To Activities That Warrant Coverage

The GDCA has been a thought leader in advocating for the modernization of AML regulations to
fit the digital assets industry, and has been a voice for spreading awareness and education
about the role existing regulations play.10

Consistent with discussions in the Federal Financial Institutions Examination Council (FFIEC), a
modernized approach to AML regulation is needed for the new operational and technological
paradigm presented by digital assets. AML regulatory innovation continues to lag behind
commercial financial sector innovation. Traditionally, rules governing AML/CFT protections and
Financial Crime Compliance (FCC) obligations have been considered in the context of the nature
and form of financial market participants, and as such, have been amended or enhanced by
regulators looking to address specific operational nuances of such actors. These have largely
been against entity type (e.g. bank and nonbank financial institutions (NBFIs), designated
non-financial businesses and professions (DNFBPs)), and are being extended to the rapidly

10 See https://global-dca.org/anti-money-laundering-guidance/.

9 Tom Kehoe, James Delaney, and Michelle Noyes, “4th Annual Global Crypto Hedge Fund Report 2022”
(PricewaterhouseCoopers, Elwood, 2022),
https://www.pwc.com/gx/en/financial-services/pdf/4th-annual-global-crypto-hedge-fund-report-june-2022.pdf.

8 https://www.pwc.com/gx/en/financial-services/pdf/4th-annual-global-crypto-hedge-fund-report-june-2022.pdf

7 Richard Laycock and Catherine Choi, “A Rising Number of Americans Own Crypto in 2022,” finder.com (Finder.com,
June 14, 2021), https://www.finder.com/how-many-people-own-cryptocurrency.

6 https://www.bitrefill.com/
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growing financial technology sector and the growth of alternative financial services ecosystems
including peer-to-peer (P2P), blockchain-enabled activities and virtual asset service providers
(VASPs) more broadly.

Given the varied nature of digital asset activities in particular, the application of essential FCC
regulations should instead be determined by a sector participant’s activities and practices to
avoid overly broad definitions that could stifle innovation or misapplication of necessary FCC
obligations to relevant parties in keeping with a risk-based approach. Such an approach would
focus essential coverage requirements where warranted and in keeping with both the
operational realities of their provisioning of financial services and products and also further FCC
compliance through attributes of underlying technology that benefit the same (e.g.
immutability, decentralization, auditability characteristics of blockchain and DLT).

By building a framework focused on the “constants” in the financial system, we would
collectively create an effective yet nimble approach to governance in a highly innovative and
ever-changing environment. This framework would define the operational rules and procedures
for network participants, who:

● create or issue digital units/stores of value;
● are custodians of (storing) digital units/stores of value;
● transact (sending or receiving) digital units/stores of value (i.e. transactions); or who
● provide liquidity with/between one or more network participants, which include

transfers within a network itself, or between traditional banking rails and a particular
digital payments network.

In order to reap the benefits of this new technology’s ability to reach the financially excluded,
and better align intended FCC controls to the changing operational and technology realities of
this fast growing sector, we believe a reframing of AML Compliance applications is necessary.
We recommend an ‘activities and practices’ approach. This realignment would better serve
alternative financial service providers and ensure more targeted application of FCC where
certain activities would warrant. Further, such an approach would enable FCC requirements
that also identify and engage attributes of these alternative and emerging technologies that
strengthen intended financial services protections and better serve the needs of financial sector
regulators (wherever located), and law enforcement authorities working to ensure the global
financial system is well protected against illicit actors.

Private Sector Push on Standards and FCC Guidance

In an effort to drive a more modern and inclusive approach to financial crimes compliance and
the oversight and growth attendant to the virtual asset sector, one of our members has
developed and promotes a Rulebook,11 an innovative best practices framework that extends

11 Compliance and Inclusive Finance Rulebook: Best Practices and Procedures;
https://docs.google.com/document/d/1SswHBZ1pwuIUcePeFe8czOoAOaHE78ij4okXuQq5OW0/edit#
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traditional banking compliance and payments guidance to emerging fintech and VASP
processes. We would encourage the adoption of the Rulebook or aspects thereof in future
policymaking. The Rulebook works proactively with the growing fintech sector—including and
especially organizations engaged in crypto and virtual asset-related services—to ensure
essential global financial regulatory compliance while accommodating nonbank financial service
providers’ and fintechs’ seamless experience and smooth flow of funds for members and
reinforcing the application and intersection with traditional banking rails.

By design, the Rulebook is open source and dynamic in nature to ensure it reflects ongoing
proposed rules and best practices related to AML/FCC compliance as applicable to the growing
alternative financial services and virtual asset sector and motivated toward a more inclusive
financial services economy, a modernized financial market infrastructure that ‘embeds’ essential
AML/FCC controls within its operations and technology infrastructure, and applicable to the
activities and practices undertaken by institutions engaged in ‘covered’ financial services
activities.

The Rulebook defines technical standards for end-to-end transaction flows and service-level
agreements between parties to reflect the operational realities of an increasingly decentralized
and cross-border financial system. Driven by the industry and informed by global regulators and
policy makers, the Rulebook is a dynamic framework that reflects the operational realities of
these growing payment technologies and builds upon existing governance and data privacy
rules from the following organizations:

● Financial Action Task Force (FATF)
● Society for Worldwide Interbank Financial Telecommunication (SWIFT)
● National Automated Clearing House Association (NACHA)
● National Institute of Standards and Technology (NIST)
● European Union’s General Data Protection Regulation (GDPR)
● Bank for International Settlements’ (BIS) Committee on Payments and Market

Infrastructures (CPMI)

AML/KYC

Contrary to some accepted narratives, the blockchain is positioned to further the goals of AML
policy, not frustrate them. For example, using DLT and digital assets, due diligence performed by
one bank can be enhanced by other banks to comply with internal procedures. Participants like
banks could amend existing data or upload new KYC information to the blockchain after each
new transaction or when the customer’s information has been changed. Likewise, regulators
themselves could view each transaction on the blockchain as it occurs using a cryptocurrency
transaction monitoring system.12

12 Chung-Chia Huang and Asher Tangle, “Anti-Money Laundering and Blockchain Technology” (Dechert LLP, May
2022), https://projects.iq.harvard.edu/files/financialregulation/files/aml_case_study_0.pdf.
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Blockchain technology allows regulators the ability to analyze suspicious transactions or
patterns together with banks. Monitoring suspicious activities using decentralized oracles and
zero-knowledge cryptography allows entities to guarantee their regulatory compliance and
transparency without sacrificing privacy rights.13

In addition, decentralized oracles can facilitate KYC while safeguarding users’ privacy. When
powered by smart contracts, decentralized oracles eliminate the need for manual KYC reviews
so long as checks are done using zero-knowledge fraud proofs. Oracles can also dampen the risk
of criminal activity taking place undetected for significant periods, even as improperly secured
oracles may be vulnerable to manipulation.14

Today, the AML/KYC burden currently falls on centralized parties. At law enforcement request,
entities like the Centre Consortium can blacklist assets held in individual digital wallets in the
case of a potential security breach, or when there is a threat to the network.15

Numerous innovators in the space are piloting KYC document exchange capabilities even now,
leveraging Blockchain technology and creating platforms to securely store and distribute KYC
related documentation. The model Thomson Reuters is piloting, for example, provides a
Blockchain enabled audit trail of who has distributed, accessed and amended a client’s KYC
related documentation that could be shared across institutions.16

State Licensing and Bringing Consistent Oversight to the Sector

Current guidance establishes intentionally “expansive” definitions of virtual assets (VAs) and
virtual asset service providers (VASPs) that extend far beyond traditional notions of regulated
financial activity into non-financial activity and businesses of and by related or third-party
participants,17 and this expansive view goes beyond what is traditionally regulated as a
non-bank money services business (which is the current default regulatory framework covering
VASPs in many countries, such as the United States).18 As a result, numerous entities whose

18 US Treasury’s FinCEN regulates those money services businesses (the presumed equivalent of a VASP) typically
on the basis of providing money transmission services, which is defined as “the acceptance of currency, funds, or
other value that substitutes for currency from one person and the transmission of currency, funds or other value
that substitutes for currency to another location or person by any means.” 31 CFR § 1010.100(ff)(5) Individual U.S.

17 See Guidance ¶ 41 (“[t]he definition of VA is meant to be interpreted broadly”); ¶ 48 (“the definition of VASP
should be read broadly”); ¶ 60 (the safekeeping and administration limbs of VASP definition “should also be read
expansively”).

16 “A Blockchain Enabled KYC Solution: New Horizon or False Dawn? ”(Refinitiv), accessed August 5, 2022,
http://images.financial-risk-solutions.thomsonreuters.info/Web/ThomsonReutersFinancialRisk/%7Bc21e8c16-015e
-4a12-aab2-f43fea8d2b01%7D_Refinitiv_KYC_Blockchain.pdf.

15 Nikhilesh De, “Circle Confirms Freezing $100K in USDC at Law Enforcement's Request,” CoinDesk (July 8, 2020),
https://www.coindesk.com/markets/2020/07/08/circle-confirms-freezing-100k-in-usdc-at-law-enforcements-reque
st/.

14 “KYC Requirements and WEB3: A Role for Oracles,” SupraOracles (EntropyFoundation, June 15, 2022),
https://supraoracles.com/academy/kyc-requirements-and-web3-a-role-for-oracles/#Traditional-KYC-Procedures.

13 “Cryptocurrency Transaction Monitoring,” Blog / Cryptocurrency Transaction Monitoring (Sanction Scanner),
accessed August 5, 2022, https://sanctionscanner.com/blog/cryptocurrency-transaction-monitoring-543.
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activities would ordinarily not be treated as regulated money services businesses are in fact
treated as such, and thereby inappropriately are made subject to the FATF’s customer due
diligence and travel rule requirements among others. This approach renders an overly expansive
regulatory framework that will have implications for such businesses, many of whom operate
across multiple jurisdictions and diverse regulatory regimes.

It is important to note that the manner in which MSBs/MTOs are governed in the U.S. requires
such companies to ensure licensing both at the federal level as well as all individual states, many
with differing regulatory and supervisory standards governing their activities in their particular
states. Such realities have very real costs to these businesses whose uncertain and differing US
regulatory obligations have serious competitiveness consequences for US-based operators.

Multiple states issuing money transmitter licenses have varying views on how or if they issue
licenses to institutions where cryptocurrency is involved.

CONCLUSION

In his recent Executive Order, President Biden instructed his administration to work “with the
private sector to study and support technological advances in digital assets.”19 In order to reap
the many benefits of digital asset technology - including the ability to reach the financially
excluded - and better align intended FCC controls to the changing operational and technological
realities of this fast growing sector, we believe that modernization of AML regulations is a
necessity. Accordingly, the GDCA appreciates the opportunity to provide these contributions to
the national dialogue around responsible innovation to ensure an inclusive and equitable digital
financial future.

Gabriella Kusz

CEO - Global Digital Asset and Cryptocurrency Association

Amit Sharma

Chief Executive Officer, Founder & Director - FinClusive

Special thanks to:

Oyinlola Isiaka, J.D./M.B.A Candidate, The University of Chicago Law School and The University

of Chicago Booth School of Business

19 See FACT SHEET: President Biden to Sign Executive Order on Ensuring Responsible Development of Digital Assets
(Mar. 9, 2022).

states such as California further regulate these businesses through licensing regimes or other methodologies,
although as of this reading, California does not currently provide, nor require for an entity to obtain a money
service business license if they are engaged in cryptocurrency activities.
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